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S, Definitions

Point-to-Point  Access fienunstdinlidainaly (Media) aad
alnsainisdaans Tusduuunile Tee alnsalganadinldnng
Wausaiaolulidnsualnsaidiu Taaianiy (Dedicated
Link) aaanzrenisdasns

]

= = Dedicated Link = =
””""'“':—LQ ..'__LQ
Workstation Workstation

Multiple Access fienunisidinldiganats vavalnsainisdaans lunienseding
AU PPP 1aai Ansaaassnisiiansia Mg niulviadnsainnarlussuy win
1di92udu (Shared Link) 3
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Point-to-Point  Protocol diauldiduunwsnaie (we'lilandeacius) 1aealyd
Internet shuniutianca Computer Auil¥uanis Internet (ISP) #inune:

e MODEM sa55ua"
e DSL MODEM — MODEM anuisigeiiunwsansuuinis DSL
e Cable MODEM — MODEM anuisgeigutiayacinu Cable TV

PPP svydiardivualunisdasns ludasaluil
e fiznu Frame Format shufunisuanid&aussuitealnsal

e figNu Yannay (Negotiate) syuitvalnsailun1ssdunisiiausa
(Establishment of the Link)

e dianu N5 Encapsulate diayaann Network Layer Tu Data Link Frame

e fgnu 38NsesIaRay (Authenticate) Zviuuasiussuivailasal
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%b" “15minA iuh‘ﬁ"ea
siuvuuaas Frame Tu PPP Tdsduuui@endu HDLC svgil

11111111 —— — 11000000

Flag | Address| Control | Protocol | Data and padding | FCS Flag
1 byte 1byte 1byte 1or2 bytes Variable 2 or 4 bytes 1 byte

e Flag vinntihfiszuzauwuauag PPP Frame (f@wvindu 0111 1110)
e Address \flun1s&assszningan $9'ldidasszy

e Control (U-frame) svui1lu Frame 1iu'l3ifi Sequence Number way ‘13l
Flow %%a Error Control

e Protocol szuznfinuagtiayalu Frame iy
e Data ussadrdiaya WIa21IRITE99
 Frame Check Sequence (FCS) lsun CRC au1a 2 »i3a 4 Bytes
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Transition States (I)

ns&aasuuy PPP finnsanfiulddusduaniue (Phases) dofl

Drop carrier

Terminating
(link)

Finish

Fail

Fail

Networking

(exchanging data and control)

@ Detect carrier

Establishing
(link)

Success

Authenticating

Success
6
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&  Transition States (Il)
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e Idle State (sga1ugzi19) ludinslddasduaa uaslilidauraunwineg
e Establishing State PPP aguiingannusil wiaalnsaldnundle 5asuanns
dausa luduaauiiazfinnsanas Waulusznitvalnsalvivaaskle dedn
g5 dunausaly asdluld 2 asedl
— ldévaauy Authentication
— Wulddvagaug Network 1aansg
 Authentication State \fun1samagavaniiduasailnsaiioaasile 1iia
daduinazafiunisaaluvida’lu (Optional) lutudiasidunisuanilday
Authentication Packet 3¢9
e Networking State dasausvdnuad PPP dedsenaudianisuantlday
Control Packet way Data Packet seninvainsaiviaaasile

e Terminating State Aagarusifinnsuanid&au Packet Alfidmsuns
antdnnsiianca (House Cleaning)
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foudiin PPP agdmatlu Data Link Layer ws PPP 1dfinnsi3anld ardudiu
219 Protocol an 3 2atia twatAudszananinlunisvinviu evil

The value of the protocol field
defines the protocol stack.

Y

Flag | Address | Control | Protocol

Packet from one of the

protocol stacks FCS | Flag

A

<®> Link Control Protocol (LCP)
v
A

4@: Authentication Protocols

{é} Network Control Protocol (NCP)
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dao
MSURN

pmd |

"
3154 n1swdiausia (Establishing)
USuuee nsidiansia (Configuring)

1asan tdau'ly dannag (Negotiation
Mechanism) Tun153t3unTsLziausa

Suranaree University
of Technology

@22 Link Control Protocol (LCP)

aatau Tuidavealalil (1awne Establishing/Terminating States tviniiu)

auasnun nsiiiausia (Maintaining)

eantdn nswdiansa (Terminating)

1 byte 1 byte 2 bytes Variable
LCP Code | ID Length | Information for some LLCP packets
packet
Payload
Flag [ Address| Control | Protocol (and padding)




Suranaree University

&) LCP Packet Description

y |
%,
"T"#nﬁi na 'Euh"’;;b

“LCP azi3antlilutiunau Establish/Terminate wviniiu waglifinisuantdlau User Data”

1 byte 1byte 2 bytes Variable

LCP
packet

Code| ID | Length |Information for some LLCP packets

2ayalunsazsiuniuvuay LCP Packet asunaleidvil

e Code svuufinuay LCP Packet GoZiudu Function Tunaugiiu

e ID wianuauua9 LCP dvazdadnsaiu 1196 1usy (Request Packet) way
ausv (Reply Packet)

e Lengths szumaruaniuag LCP Packet

o Information ussazinasAtEAsLHusia LCP Packet un9fle
10
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LCP Packet Codes

a1 vEavAaN1uUR Ay Code d#11i5u LCP Packet uaazaiiia

Packet Type

Description

01,,
02,,
0346
04,
0546
06,
076
08,6
09,6
0A,¢
0B,¢

Configure-request

Contains the list of proposed options and their values

Configure-ack

Accepts all options proposed

Configure-nak

Announces that some options are not acceptable

Configure-reject

Announces that some options are not recognized

Terminate-request

Requests to shut down the line

Terminate-ack

Accepts the shut down request

Code-reject

Announces an unknown code

Protocol-reject

Announces an unknown protocol

Echo-request

A type of hello message to check if the other end is alive

Echo-reply

The response to the echo-request message

Discard-request

A request to discard the packet
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141lu A1sLas1eiasavs (Negotiate) Waulusenitvailnsal Usznaudie Msg. 4 uiia

e Configure-request (01),,
ansalifEumsifiansia d9 Message fiwsaufuyauag Wau'ly (Options)
Tddednarunily (nn Options azavgn'ldlunia Msg. &)

e Configure-ack (02),,

Jaadnsaldaramesansuidaulaisasua azde Msg. dndulufodumne
wianAufiudu Options Aynal?

e Configure-nak (03),,

dradnsaldaraniefarsannudinuin antdudasanriv/dsuilgouns
au'ly aggy Msg. dnaulddudunie wwalvgadaulaunln

e Configure-reject (04),,
adnsallaranivasidnaundudla Msg. duinlaisinidaulufissy wazdu
nvsasnumu/dsutdau Wauly wagvinnsgalng 12
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c.i‘.,; Link Termination Packets

\ilu Packets Al nsuudy anl@nnisdaans warnisidiansa seuinvadnsaliosas
Ko Usznauaia Msg. 2 wuiia

e Terminate-request (05),,

adnsaidulasiunile snsanazuivanidnnisiaasa’le Taade Packet
fel Msg. 1

e Terminate-ack (06),,

adnsaldaranedeiflugiu Terminate-request agdiavmausuda Msg. 4

a i
—— LCP (05),5 (X)5 (00),; =

EFEO ¢ LCP (06) 45 (X)46 (00),,
Workstation

=

Workstation
13
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&,  Link Monitoring and
" Debugging Packets

e Code-reject (07),,
Jlaadnsaldiudslisdn Code u Packet M5y
e Protocol-reject (08),,
Jiaadnsaidudelizdn Protocol 1u Packet A5y
e Echo-request (09),,
lid1usuiilg/asadaunisvinouaas Link  3dludsadinsali drdnh
alnsaidusuazhadlafu Packet azviaunauun (Echo-reply)
e Echo-reply (0A),,

adnsailaranivazaaudia Msg. 4 ndu'ludugaoiiialésu Echo-request
Taadiayaludiu Information agAanaanuann Msg. M'lasu

e Discard-request (0B),,
lddniualnsaidarudvasiagaunisvinoiumiad darusuliagula Msg. s
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\flu Protocol #Afimnuarduunnaviiu PPP fildaanuuuynuiianisiiiausa
TaaNTUNUNNEaLRY T9aaviinnsasiadgau Identity (ID) wasflduinng

PPP ‘lan11iua Authentication Protocols 13 2 anweaug lauwn

e Password Authentication Protocol (PAP)
AsIAdaUAINNgAdadnay ID §ldusn1sAusianiu (Password) gldiszy

e Challenge Handshake Authentication Protocol (CHAP)
ATIAFAUANUYNHAIURITHRHIULLLTHAaY (WulnnTuniTInse) (AN )e

Protocol i azi3anldlutunay Authentication viniiu

wagluinsuwantdaau User Data 5
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Password Authentication Protocol (PAP) fittunaulunisasiagaudod

ldilau ID (Login) wiaunusiaeu (Password) &v'liluu PAP Packet
TUFUATIAFAUANUYNEAI — (Aaudy ria Ujias)

A
2

User
|

Point-to-point physical link

Authenticate-request packet

User name and password

Authenticate-ack or authenticate-nak packet

—<—| Accept or reject

Liwmnngdussuuidasnisanulaandagaiiasannaiunsauiue Pass. ‘L6 6
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PAP Packet

PAP (Code = C023,,) 1lsznaudiia Packet 3 ufiadioununiwsalilil
PAP packets

E 1 byte 1byte 2 bytes 1 byte Variable 1 byte Variable E
| Authenticate- Code: 1| ID | Length User name User name Password Password | !
! request length length !
: 1 byte 1byte 2 bytes 1 byte Variable :
| M :
i Authenticate-ack |Code: 2| ID | Length lgssg?}%e User name E
E 1 byte 1byte 2 bytes 1 byte Variable E
: M !
E Authenticate-nak |Code: 3| ID | Length lslj;&:ﬁe User name E

Payload
(and padding)

Flag |Address| Control | Protocol
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stduuufladradunszuiunsiunisau Ig-Q Ldua nisaan — S

System

Point-to-point physical link

Challenge packet

i

Challenge value

Response packet
Response and name |—F

Success or failure packet

—(—I Accept or reject

18
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CHAP Packet

CHAP (Code = C223,,) 1sznaugia Packet 4 ufiadoununiwsialuil

CHAP packets

Suranaree University

of Technology

: 1 byte 1 byte 2 bytes 1 byte Variable  Variable E
: B Challenge | Challenge :
: Challenge | Code = ID | Length length value Name :
E 1 byte 1 byte 2 bytes 1 byte Variable  Variable E
: _ Response | Response E
E Response | Code=2 | ID | Length length value Name :
: 1 byte 1byte 2bytes Variable E
E Success | Code = ID | Length | Message E
E 1 byte 1byte 2bytes Variable :
E Failure | Code=4 | ID | Length | Message E
Flag | Address| Control | Protocol Heea FCS Flag
(and padding)

( c223,5)

19
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&5 Network Control Protocol

diansuiausia'léign33u (Established) wéinisdaansaziBuringaanuzuad
Network 4iv PPP g1 Protocol NCP

e NCP = Protocol @9vinmiinfidauizasuasussatiayaarntiu Network
Layer avg Packet uav PPP Frame

IPCP (Inter-network Protocol Control Protocol) vinuiinilunis3izunis
iiaucalu Network Layer Aauagiinnsidiansialu Data Link Layer (a#9)

1 byte 1 byte 2 bytes Variable
IPeb Code ID Length IPCP information
packet

Payload
(and padding)

Address | Control | Protocol
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nsfiennufiauag IPCP Packet vin'léitaaseysiadod

An1s&aans (Party) 14 Code
01 (Config. Req.) Tunisanay
MRantduyauad IP Address

IPCP Packet

dia'lddannasuduudl swa
a9 Protocol  aztd@auiilu
0021, tNauamain Packet
(\uuae IP (Layer 3) "aildd
IPCP (Layer 2)

dian1s&aasdusa 14 Code
05 (Terminate Req.) \Wagh
21
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Link establishing Estaslt)ellitzhing Configure Req.
] state
‘ Network layer establishment | Configure Req.
Exchanging data Networking
at the network layer state NCP/IPCP Packet
‘ Network layer termination | Terminate Regq.
Link terminating Terrsriialzzting Terminate Ack.
I 22
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Connect SUT

>

GSview 4.6

Suranaree University
of Technology

PPP Internet Connection

Connecting SUT...

ﬁ Wernfving username and pazsword...
Clles

Connecting SUT...

b |
L
auT THE HOLZE OF User name: Iphnlkaew
THE DEADS
Password: I[To change fhe raved password, ook heral
= E \ Domain; ||
@) T DM 1046 pm

ﬁ Reqgistering your computer on the netwark. .
Clles

V¥ Save this user name and password for the following users;

* bl only

' Aryone who uses this computer

Dial 1800

=

Cancel | Properties |

Help |

nFaue Idle diagldadnidannis
Laueia PPP agiauvineu

N1dseu Login way Password Tunnsidin
Tdsgu

szuuLdingnszuiunis Authentication wila
nsIadau Account uadlld

A1n1TaIARauATUAIURNYTalNTH 9
fusatiancaiussuu'le 23
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