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Position of Data Link Layer

Data Link Layer vinmtihviiausiasening Network wag Physical Layer
Taeawzangiy Fufindaunisgediaya hop-to-hop atinegndad—tmansau

Network layer
Gives services to

[.ANs

Data link layer

Flow control |
\Receives services from

‘ Physical layer |

Packetizing | Addressing |
‘ Media |
access control
Error control | WANS
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Duties of
data link layer
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Functions of Data Link

‘ . \ ‘ . | ‘ Error I ‘ Flow I ‘ Access |
e Glibal Addressing control control control

e Packetizing fisnun1s Encapsulate diayatugduuuuay Packet #3a Cell

MudanIiunuay Protocol

Addressing fignuna’lnnisAanuaswilduadalnsailu Local Network
Error Control muau (A5333u uazwdla) dafanaianuagiaya

Flow Control muusifunadayalunisaslvidanaaadiusgussauslu
nsdszananauasalnsaiaruiy wwailaviunisluariiuvivuasdiaya

Medium Access Control (MAC) aiuAu #Iaaa&ss A1stdnde (tdnT4)

Mnavuadvalnsaifassiaya
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Logical link
control (LLC)

Media access
control (MAC)

Physical layer

O Transmission medium )

IEEE standard

Data link layer
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&2 Local Area Network Model

IEEE uiiv DLL aaniilu

Physical layer

e LLC 1dunnisfiantes
senitvalnsainralu
LA9R2NE

e MAC launnistdinge
fna1vnIsdasns

O Transmission medium )

Internet model

802.2 Logical link control (LLC)
802.3 802.4 802.5 802.6 802.11 cee
CSMA/CD || Token bus | | Token ring DQDB Wireless

Project 802
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Lecture Outline

 Type of Errors
— Single Bit Error
— Burst Error

e Detection
— Redundancy
— Parity Check
— Cyclic Redundancy Check (CRC)
— Checksum

e Error Correction
— Retransmission

— Forward Error Correction
— Burst Error Correction
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o) Types of Errors (I)
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nssuMURLAnTusTrIngn1ssusviiaya ananalitinnisidaaussivuay
Jouauran Govinlin1sfanunauiuRianaia 49lunsel nsdasg1sdaya
fanaa 39a 0 aztddauiily 1 uagswa 1 agtldauilu 0

e Single-Bit Error
winade nMsfanatadiinduies 1 Oa daviiadiaya 1 wiae (v
Byte, Character, Data Unit, #5a Packet)

0 changed to 1

e ~
0(0(O0O[0]1]0|1|0f=—O0)0O(0(OfO|O]1]0
Received Sent

ns&asnstiayaridly fitanafia Error  afiafltiasunn tasanndiean 1
fiafiAdunndauanasunuildnd (weadntialiununisgadayatuuauiu)
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Burst Error

wanade NMsRanaiaiintiudous 2 daduld daniiadiaya 1 Wi
(1aiu Byte, Character, Data Unit, #9a Packet) annalatine &9wnain Error
it BisndudasiAadufinifiadyu Aua1duas Error 3aldain dausn
udvdingaving Mindafianain Taafidayaureiinlutheiiuaragndadilé
Fnufinfiaracia Error fudulgiaiuas Noise

Types of Errors (ll)

Length of burst
error (5 bits)

Sent . -
0[{1(0]0]|0 0[{0{1(0]|0]|O|Of1]1

l l i Bits corrupted by burst error
O[1({0f1]1 1{O({1]0]0|O(0O]|1]1

Received
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. -
s Detection
JnilsyaaAndnuasnis@nun Error Aawiadiagniswdly Weildndlugaefinng
m5333U Error nau

e Basic Redundancy Concept

3905233 Error Mdange Aanisaviaya aihadau 2 24a ualralnsal
MIIATUSUAZVINNTLUTAL LA L URIANU LA NI FIAT wdaIIN'1aH Error
LAY

DN

e 212
HudgAazann TanansHaliwusii wiavainlan it U
AU AaewruItiedu thauiduldié

z
N
.

o JiaLde
ihunn way uildasninennsdasdeuanas wiudagiin BW 8n N iy
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AILNINNTLA LAY mmmﬁuﬁwmuﬁmﬁaga (ﬁﬁwmmﬁﬂndmuwﬁanﬁa)
W ldlun13a5133U Error 1aeatanie sgil

Receiver node Sender node
10100000000101010 | Data Data| 10100000000101010
Yes |
Reject data ." K Anwhavll
No T

10100000000101010 (1011101 10100000000101010 (1011101

Data & A Data &
redundancy redundancy

T e (3
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Funaudiniseasagavdiafiawaia Adauldlunisdasrstayad 3 3% léun
Parity Check, CRC Check wag Checksum

‘ Detection methods |
| |
‘ : \ ‘ Cyclic | ‘ \
Parity check T P Checksum

Q

uananiffiisnsdinsatiuge AfiUsz@ndainuinnii ldun
Hadamard, Quadratic Residue, Golay, Reed Codes tilugiu

** Golay Code 1afin1slda39lutasvnisalnna Voyager I, II (1979-81)
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dudusauidunwsvaraige wasldnswennsiaoign 2 dssian l6uwn
atingve way 2D

Receiver node Sender node
Drop parity
bit and accept data 1100001
Data
Y

Calculate

parity bit

Bits 11000011

—( Transmission Medium (%—
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Even Parity windiavinawiiadaya tialviiiuiu 1 ienuasiu Parity tfug
Odd Parity \Andavinauiadaya walvidiuiu 1 enuasin Parity 1fud

1110111 1100 100 — 11101110 1100 100 1
Send W and D ASCII Codes Parity O for W and 1 for D

11101010 11111001 — 11101010 11111001
Errors 1 Bit at W and 2 Bits at D Error found in W but not D

Parity Check anunsamasyadu Single-Bit Error insiu LiwinngAunsel Burst
Error uananntsasnauaeniininagiia Burst Error iludanuiua
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2-Dimensional Parity Check

s,
Original data
1100111 1011101 0111001 0101001
1 1 0 0 1 1 1 |1
£
1 O 1 1 1 0 1 |1 ¢
<
=9
0 1 1 1 0 0 1 10 %
'z
— 0 1 0 1 0 0 1 |1
— 0 1 0 1 0 1 0 | 1 Column parities
¢ Y l Y
—-€ 11001111 10111011 01110010 01010011 01010101

Data and parity bits
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W@ 2-D Parity Check Performance
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2D Parity Check & u1saa5333u Burst Error 16 antiu asdlniiadiaya
duud (1 2 Bytes) fifiafawain o sinuninsedu tludnuiug

LphTiRN
suudindetiaya ASCIL 4 drdnws wiau Column Parities dsia'lil
10101001 00111001 11011101 11100111 10101010

aalusnarviadauaunasuniuauia 8 Bits vinlvfidayaurvgiulawaia (Burst)
10100011 10001001 11011101 11100111 10101010

Jadualnsaldrusunsiagau Parity wuitAediafiawaiadu (dasdelvd)
10100011 10001001 11011101 11100111 10101010
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<2 Cyclic Redundancy Check

CRC Check 1diudn n1smistaasiy 2 Tnansiiiy nanaasiia savinanioe
daya tNali NRANWEAINITANITAL A1IUNAINU 1IRIINTN (13andn
1415 — Divisor 32 NULITRE) Q96D

NIATUTUATIAFAU 1aaN1T KTHayanTulaa18 NEULITHR TIATNRANE
Hunisrsavdiuanvindayagneas Aaziu wgadinuia Error Ay

Divisor < Data CRC | Divisor | n+ 1 bits

1

Remainder

Zero, accept
Nonzero, reject

Receiver Sender




Suranaree University
of Technology

A CRC Basics
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aatsuiiGaay CRC 4 2 1szns

1. eaduanuad CRC Bits fiaaninuavninng (Divisor) ag 1
2. iiia CRC ihusiavadiayatfnud) vinlvinisaa Divisor aden

unann1sa1uIaL Binary Division (adadunisuisanidng)

1.  eavinginisansale Divisor  ladasiidnwiuide (auen) windu
AINIT LRENAWTN LaNALYINAY 1

2. MIauMfeMIafnImITiuLaasdu ldasautaugiudgastuu luidaIne

3. aefeiiaugniaanilid Divisor wWansiawvindu 0 wagunuan
A luuaauiliu arataa 0 AdaIueNILVvinAu Divisor

4. ARaludusaugaiing Waldusiaeasunnie




A CRC Generator (1)

%'r"'rﬁmiiuhwﬁ

A1s&419 CRC Bits dusudiauansaruualvifidiuaaudeil

U

1.  awmualiaua1naay CRC windu n Bits
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2. t@an/? Divisor M@ uen) n + 1 Bits wagsiiiindafiatvingy 1

3. dau 0 quu n Bits unaavnatdaya

Data 00...0

4,  wswaansnlaluda 3 @aa Divisor @133 Binary Division

Divisor | n+ 1 bits

5. Axfiwdadia CRC — vinliidianuan) n Bits 1aendin 0 Lilgudnaiia

6. unuditau 0 ludia 3 ¢ra CRC Bits 7'l6ludia 5




Suranaree University
of Technology

CRC Generator (Il)

Quotient
111101 _
Divisor 1 1 0 1)1 00100[00 0] <— ataplus
extra zeros
1101 J' M
1000
1101
1010
1101
Y
1110
1101 Y
When the leftmost bit 0110
of the remainder is zero, >0000
we must use 0000 instead Y
of the original divisor. 1100
1101
0 O 1| Remainder
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CRC Checker (1)

1
al o

n19632asdau CRC Bits dhuiisu2iauanainua

U

1. Sudayaidl CRC aavine n Bits
2. tana) Divisor NiiAuen) n + 1 Bits @i Auniyaiusi

1

v al

vifiduaaudeil

3.  wsdiayanlaluda 1 e Divisor @283a Binary Division

Data

CRC | =+

4, NATAUNLABNLERDINNNITNNT

Remainder

Divisor

5. duArnulaleivindu 0 ugevindayanduidinnluda 1 gndad 14
gadiuniiu CRC  #Mutaldiayaldldeu faziu uaavintia Error
Jutvidedeuauan liufvainsalags tinalvvinnaisdediayaln
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Divisor 1 1 0 1)1
1

When the leftmost bit
of the remainder is zero,

uotient

1

10

1

00 1<—
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CRC Checker (Il)

[ Data plus

O = | —= OO0

— O €—0 |~

— O o O | =

[

— O -

we must use 0000 instead
of the original divisor.

S O | = =

= =

—_ & = o =
e -

[I——

Ol © O | @ O =

o
)

| CRC received

Result
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o) Divisor Polynomial
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Divisor 81115u CRC dnazuandlusduasiledduwiuiu (Polynomial) tws1e

1. dunsusaslusduvuuiinsgaiy &amnununa'len
2. aadslarmisan1swgannisvin CRC myaaiad&ns

WHUUANILYINAY 7 ,
Polynomial

X7+X5+X2+X+1 [X7+X5+X2+X+1j

- - %4

aauautifizas Divisor figuil

1. @adneae X luadén

Y1198 X + 1 avan

gu15a Detect Burst Error
AUeN] < degree 16 Divisor

I

10100111

S
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& Standard of Polynomials
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A139G1URY wanvLuuuuag Divisor Polynomial Afianldfulun1s&asns
a8 Protocol 61ve

Polynomial Application

X+x2+x+1 ATM header

x10 + x9+ x5+ x4+ x2+1 ATM AAL

x16 + x12 4+ x5+ 1 HDLC

Xx32 + x26 + x23 + x22 + x16 + x12 + x11 +
ITU-32

X0+ x8+x7+x5+x4+x2+x+1
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& Checksum

Checksum findnn1sadiadu Parity way CRC aseffinnsiddayacirdiau
(Redundancy)

nannN1svinvIuuay Checksum du1saasunalasyna‘luil

1. dayaduaiiuazgauiivaantilu Segment Gafinduend n bits (iu n =
16)

2. dayaluueas segment  azduwInAua1a3a One’s  Complement
NAFWET LAzfiuuna n bits.

3. waansi'léluda 2 aggnvin Complement 2 w&liinlisavinadaya
siuaiiu naneilu Redundant Bits.

4.  dayasuailu wiannu Redundant Bits aggndvaan’lifiniasiu
Uaramn1y fuszuuLAaaing
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& Block Diagram
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Tunrs&aasa'ld Wnagvin Checksum Adudiayanata segments wiaug Au
a3l usmaInN13¥in Checksum fiudiaya k segments usiay segment &3 n

Receiver Sender
Section 1 | nn bits Section 1 | n bits
Section 2 | n bits Section 2 | n bits
Checksum | n bits Checksum | All Os
Section & | n bits - Section k| nbits
< n bits | —
Checksum

Sum | n bits Packet Sum | n bits

Complement l Complement l
If the res.ult is .0, keep; T bits i

otherwise, discard.
Result Checksum
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& Generating Checksum
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[ 4
="

N33R AUMIEIE Checksum anauaad LA IEILLHUNIAY

- :—j: -- | Receiver T -T ~<«—— Sender
Sum -0

Complement 0

sunftilvidediayadiuiu 16 bits Taaulivaantilu 2 segments uazusiay segment §
AueN) 8 bits syl 10101001 00111001

The numbers are added using one’s complement

10101001
00111001
Sum 11100010
Checksum 00011101

The pattern sent is 10101001 00111001 00011101
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Detecting Checksum

sundlvisudiayacilu Pattern Advunanndunauiingr taalifidafowaina
(No Error Case) a9ll

10101001 00111001 00011101

2

%,
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dawndiayans 3 segments windradu agldnadwsiiu 1 ivnue doufiavin
Complement uaiaglanadwsiilu 0 uadivlifidiaRanaialag

10101001
00111001 +
00011101
Sum 11111111
Complement 00000000 means that the pattern is OK.
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Checksum: Error Case

Q/

sundnsdlAin Burst Error aueny 5 dadevinlvidayaialy 4 fa il

diahdiayante 3 segments ununAuaglé
10101111
11111001
00011101

1 11000101

Partial Sum
Carry
Sum

Complement

11000110
00111001 the pattern is corrupted

10101111 11111001 00011101

Check Sum Miiausaas)a
wWu Error 1aén

AINNRANAIATU segment
uily FUAAAUANUAANATG
ludn segment wfly duiin
TusnunuILA AU

“3uu 1 waz 0 avn”
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Lecture Outline

 Type of Errors
— Single Bit Error
— Burst Error

e Detection
— Redundancy
— Parity Check
— Cyclic Redundancy Check (CRC)
— Checksum

e Error Correction
— Retransmission

— Forward Error Correction
— Burst Error Correction
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