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ANSLANAILILILIY A6 A}
(Point-to—Point Access)

Point—to—Point protocols define the access to the media where there
excists one dedicated link between two commmnicating nodes.

Point—to—Point Access fienunisitinlgainats (Media) aavailnsainisdasns Tusduuunils
1ae giasaidaadnldnisiiausdananiulidmiualnsaigiu lamanig (Dedicated Link)
ARanAIMIRa&T Gugl

Dedicated Link

Workstation Workstation

FIGURE 11.1 mnaamawensefiaaa Bdmsuginial 1 g Taommzdadiuitugiuuea Point to Point Access Protocol
mauindedananedngluuundeiidinudasduldun Multiple Access

Multiple Access Protocol fitnunnsiinlddinate uasalnsainisiaans
Tunensedinuiy Point—to—Point Protocol (PPP) na1Aa finns3adssns
ausia Vs wsulvadnsainndtuseuy ¢27772752uAu (Shared Link)

dafniusrasmsiasmsunye6an

Point-to-Point Protocol (PPP) fiauldAuunsuais (wei'bisrdnagfiavuatiniriu) Toasgls
Internet & wsudiansia Computer Augliudn1s Internet (ISP) sumie&avaranie anivziu
MODEM s35ua1 DS MODEM uay Cable MODEM iflugiu

PPP szydiadmualumsdiasns luhdasialui

o denugduuvuasnsaudaya (Frame Format) sdwFunsuanildausswineainsal
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e denu daanag (Negotiate) sswivalnsallums3Bunsdiansa (Establishing the Link)
e fignu msardamsuindeiiaya (Encapsulate) 3an Network Layer Tu Data Link Frame

o {nu 38nsenasau (Authenticate) dofunazAusswinvailnsal

sduuuaavnsaiaya
swuvuasnsavdiaya (Frame Format) Tu PPP Tdgduuwsiendyu HDLC degil

11111111—! !—11000000

Flag | Address| Control | Protocol | Data and padding | FCS | Flag

1 byte 1byte 1byte 1or2 bytes Variable 2 or 4 bytes 1 byte
FIGURE 11.2 u#ufiaua@d Frame Format §1%51) PPP
fwFuusiaz Field malu PPP Frame fidiafvuadssia’laldl
e  Flag viwmiihiszyzauiaauas PPP Frame (dludnasti 0111 1110)
o Address \flums&asnsszwinean S9bidasszy (Hudaedd 1111 1111)

e Control (U-frame) szu31lu Frame #u'lifi Sequence Number uaz Wifi Flow v3a
Error Control (1flus1avii 1100 0000)

e Protocol sxyrfiauasiiayalu Frame fu
e Data and Padding ussadidiaya vsazinansene

e Frame Check Sequence (FCS) l6iun CRC aun 2 vida 4 Bytes

HDLC (High-Level Data Link Control) ilumstianmuauasnisiasns
diayaufia Bit-oriented Synchronous Waunlas ISO  defimsfianu
1aseas19ua9 nsaudaya (Frame Format) avAlsenavuasnssuiunis
(Elements of Procedure) uaz aduduzasnszuiums isuuusuna uazli
JUAA (Balanced and Unbalalnced Classes of Procedure) Tuilaqiiufianld
dmiudiausiaszivadnsaiiasns 2 d2

sauzaasnsulaguuilas
asfaansuuy PPP fimsenfivlilifludidusanus (Phases) uwaasdvwnuiy dolsenavéng 5
gonuglaun

e gauriiv (Idle) sonugilifinslddasdyana uarbifidfyanauwive
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anmuzAduntsifiansia (Establishing Link) PPP azinganiustl iflagunsaldnunils 5a9
aansiiiausa udueauiazinisanas wau"l,?.liumwaﬂnsmvmaaam F9dnd3a dumau
sa'ld azfulé 2 nsdl nanda

0 ‘lfivaanug Authentication #352

0 Wwlifesanus Network 1aaase (Lidasfinsamasauang)
gauzasadaudns (Authentication) sauzdl flunsasasavsuiifuasginsaiviosas
Ko vAadaduinagsdunsealiviali udutiazsiluasuanilaau Authentication Packet
FENIAY
gauzuanulagudaya Networking: Exchanging Data and Controls) souziliily
sonugndnuas PPP  deilsvnavudianmsuanildsu Control Packet uag Data Packet

sewivailnsaivosasile

aauzadnisidiausa (Terminating Link) sausfiifusausiifinsuanildau Packet 7

U&usumsantdnnsitiausia
/—\ Detect carrier

> Qle
Drop carrier / Y
Fail Establishing
(link)
Termi@ < Success
(link) Y

Fail
A
@ticaﬁng
Finish \

Networking Success
(exchanging data and control)

FIGURE 11.3 usufanaasanuddaanudiniusaeniosveusazaoiuz lu ppp

PPP Stack @vwiiin PPP azdmaglu Data Link Layer usi PPP 'lgfins3anldl arduduuas
Protocol dn 3 wfia tatiulss&naanlunsvinnu Taaszualu Protocol Field 1éuwa

1.

Link Control Protocol (LCP)

2. Authentication Protocol uag

3. Network Control Protocol (NCP)
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Link Control Protocol (LCP)

LCP fiwinfisuAnrauawzdasiifisaiunsidiansia (wwigaaus Establishing/ Terminating
Link winifu) léiun 3Gumsidiansia (Establishing  Link) Wuusensidianda (Configuring
Link) asndauludiannaslunsiumsidanda (Negotiating Link) gua¥nemsidiauda
(Maintaining Link) uas anidnmisidfausia (Terminating Link) & w$u Protocol flazlhifinns
uanuldeu User Data dogil vaneaaszy LCP flueaei C021,,

1 byte 1byte 2 bytes Variable

LCP

packet Code | ID | Length |Information for some LCP packets

Payload
Flag | Address| Control | Protocol (and padding) FCS | Flag

A

( coz21,5 )

iiayaluusiazsitumisaas LCP Packet adina'lédofi

e Code srynfiauad LCP Packet Gofiufu Function Tuuausiu

e ID winumauwas LCP deasdiasnsofu Wedudu (Request Packet) waziiusv (Reply
Packet)

e Lengths szuanuemuas LCP Packet

e Information ussazmansiasdiniiusda LCP Packet 19ufin

aT9AURLEAY Code Uszan uazAradunauad LCP Packet usazaiiin

Code Packet Type Description

01, Configure-request Contains the list of proposed options and their
values

024 Configure-ack Accepts all options proposed

03, Configure-nak Announces that some options are not acceptable

04, Configure-reject Announces that some options are not recognized

05, Terminate-request Requests to shut down the line

06, Terminate-ack Accepts the shut down request

07,4 Code-reject Announces an unknown code

08, Protocol-reject Announces an unknown protocol

09, Echo-request A type of hello message to check if the other end
is alive

0A,,  Echo-reply The response to the echo-request message

0B, Discard-request A request to discard the packet

*ACK uae NAK sisnediv Positive uae Negative Acknowledgenent aua 16y
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o

NnenTdanai1 LCP Packet snansautivaantéiilu 3 nan dofl

Configuration Packets 14lunsiasasiasas (Negotiate) Waulusznitvalnsal Ussnavdas
2 4 1lie leun

e Configure-request (01)6 adlnsaliFizunsifiausia fermastinsanAugauas Pau'la
(Options) lilflvailnsaidndtunils (nn Options azgaegn’lilunazinasisen)

e Configure-ack (02) 6 iaadnsaldaiavvaaniudauluiizaua azdernasiindulud
flune wiandududu Options #9na1?

e Configure-nak (03) 6 dransailaranmefiasanudinus Indudasaniiv/diuilyone
Wau'ly azdvnasiindulddedune iiwalvdedaulaanlvi

e Configure-reject (04) 16 atnsailaianvazldnaundudinmas dma'lidndaulai
58U wagGuuaaInuY/diulisu Wau'ly wagvinnsseln

Link Termination Packets flu Packets #Aldi@nsuniv antdinnisdaans uasnsidiausia
sswinalnsaivivdacile Usenaudraznans 2 utia laud

e Terminate-request (05),, aUnsaldmladunile sansafiasuivandnnsiasisiléd Tag
&9 Packet fhatiniansil

e Terminate-ack (06),, aUnsaluaieviedoiflugiy Terminate-request azéiasnausudie
2Amasil

Link Monitoring and Debugging Packets tflu Packets fildf@msuiihquasasagau
dafkawain dsznauaiai1ians 5 utie lewa

e Code-reject (07) Wiagunsaigudehizdn Code Tu Packet 165y
e Protocol-reject (08)46 Waansaldiudelisdn Protocol W Packet Al6%u

e EHcho-request (09)6 lddmsuig/asragaunsvinouaad Link Indudsnfivida’lai 61
Uné aunsaldusuazdaclesu Packet azviaunaun (Echo-reply)

e Echo-reply (0A);s adnsaiaranvazaaudiatnsst ndulddegddialady Echo-
request 1agdiayalugiu Information azdnaaninanMIasnlasu

e Discard-request (0B);¢ T msuansaidugdeasiagaunsvineiudiias drufulisula
2dnansil

Authentication Protocol

Authentication Protocol 1ilu Protocol fifianusdeynna sy PPP #A'ldaanuuunniidans
wausa Taamsuyuminaay (Dialup) dedasiimsasiaday Identity (ID) vaviliisnms deay
Lifimsuanldayu User Data Taafimsatvua Authentication Protocol '3 2 &nmaus 'léiun

115



COMPUTER AND COMMUNICATION

1. Password Authentication Protocol (PAP)

PAP funmsasiasauainugneaasuay Identificadon (ID) wasglduinnsAusWseiiu
(Password) Nildsey defidunaulunisasiagaunyil

1) gliddau ID (Login) wianfuswariiu (Password) &e'liluu PAP Packet

2)  ausuasad@auAmNgnfAad wAINATUN AaLTY vivalfias

Point-to-point physical link

Authenticate-request packet

User name and password

Authenticate-ack or authenticate-nak packet

€ Accept or reject

FIGURE 11.4 unufaua@asdunouued Password Authentication Protocol (PAP)

PAP (Code = C023,) usznausia Packet 3 afim'leiun Authenticate-request
Authenticate-ack uag Authenticate-nak GroauwNumMn

PAP packets
1 byte 1byte 2 bytes 1 byte Variable 1 byte Variable
Authenticate- Code: 1| ID | Length User name User name Password Password
request length length

1 byte 1byte 2bytes 1 byte Variable

Message

Authenticate-ack [Code: 2| ID | Length length User name
1 byte 1byte 2bytes 1 byte Variable
M
Authenticate-nak [Code: 3| ID | Length lsrslsg::l%e User name
Flag |[Address| Control | Protocol Payload FCS Flag
) (and padding)

( C023,4 )

2. Challenge Handshake Authentication Protocol (CHAP)

CHAP {flunseasagauanugndaszassiariuuuuldnau Iaaginsalfilviudms (Server)
avau “@raw” walvalnsaiiualiudns (Client) “eaw” deazfifyasiaufléd down
fualidnseavldzanndasduiiannalaszy'li nnyadany Seasanunsafiansidinld
e TFIN AN TR Ta Rt
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CHAP (Code = C22346) sznausia Packet 4 ufialsiua Challenge Response Success
uay Failure sowmunw

CHAP packets

1 byte 1byte 2 bytes 1 byte Variable  Variable

E _ Challenge | Challenge E
: Challenge | Code = ID | Length length value Name :
E 1byte 1byte 2bytes 1 byte Variable  Variable E
i _ Response | Response E
E Response | Code=2 | ID | Length Jength value Name :
E 1byte 1byte 2bytes Variable |
E Success | Code=3 [ ID | Length | Message E
E 1byte 1byte 2bytes Variable E
E Failure | Code=4 [ ID | Length | Message E
Payload
Flag [Address| Control | Protocol | oot FCS Flag

(c223,5)

Network Control Protocol (NCP)

Wamsittansdalégnidu (Established) wdansdassazduidingsaiuzuas Network 1iia
uanulasudiaya uazddearuqu (Data and Controls) @9 PPP ald Network Control
Protocol (NCP) devinmiinfiGaudes uazussydiayaain Network Layer avg Packet uag
PPP Frame

IPCP (Inter-network Protocol Control Protocol) vinmtinilunisidunisidansalu
Network Layer Aauazfimsifiansialu Data Link Layer (fouwnuiolugidn 11.4)

1 byte 1 byte 2 bytes Variable

IPCP

packet Code ID Length IPCP information

Payload

Flag |Address| Control | Protocol il )

Vi

( 80215 )

nsfienuafiazas IPCP Packet vin'ldTaaszysiadonse dadrowiu gnsdaans (Party) 14
Code 01 (Configure-request) lumsanavsidanzturauay IP Address Wa'lddannagsiuiu
&7 sWauav Protocol asidaswilu 00216 tWaudnein Packet fuuas IP (Layer 3) laily
IPCP (Layer 2) iams&ass&uga 14 Code 05 (Terminate-request) tiagfinnsiiausia

FCS Flag
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Code IPCP Packet

01 Configure-request
02 Configure-ack

03 Configure-nak

04 Configure-reject
05 Terminate-request
06 Terminate-ack

07 Code-reject

AsANUNSAUE LN uazdinating

AsumMsaEvFunsdivialduas PPP snansaasllddounuiosialaldl

User

System
—

Link establishing

Authenticating

"] Establishing
state

"] Authenticating
state

Network layer establishment

Exchanging data
at the network layer

Networking
state

Network layer termination

Link terminating

"] Terminating
state

Configure Req.

Authentic Packet

Configure Req.

NCP/IPCP Packet

Terminate Req.

Terminate Ack.

FIGURE 11.4 wdisuanavuaounsain lvesnsisoudoas pee (416) noufiuwiinve packe NAe o i)

dwFudadionisuseyndlden PPP Sunfleléiua Dialup Internet Connection 4
svnaudiatunaudvaa’lilil

nnganue Idle Waglindnidanms iausa PPP azuvineu (Establishing Link)

{ldszy Login uay Password Tumsiiinldsyuu

sruudingnszunums Authentication wiansaaday Account uagrld

fnsanadauasuiuaNysaiflifeaansatansatuszunld wianvinnsuanldaudiaya
Tu Network Layer sia'lll aunindhaladaniloaziasaalvgfinisiiausa (Terminating

Link)
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i niia

1. afweaunannsuad Point to Point Access inwadatl

2. @nwn uaradine suwuuse lunsidtansia Internet 2a9fldvialinu PPP

3. Protocol 2ad Point to Point Access léfimsszudiaruuamsdasnsludszidulating

4, agusanunung uasutinfizas Field 6h9q W PPP Frame

5. adwuadusaumsvinoiuaas PPP anunuienisildaudatus (Transition State)

6. nuwudansilasugaiuzaay PPP dnndusavddumsdansa (Link Establishing)
duaaszuuazag lusgausla

7. aBunaAnuwANE1INUaINInNT 581319 LCP Authentication Protocol wag NCP 1u PPP
Stacks

8. LCP snansadtwun Packet aanléiflufinfia uazusasuiiafivinisufinuayuatnglsiing

9. aduneuBeudiaudad uavialdeszunine PAP waz CHAP ludusau Authentication

a

10. angnating Protocol 1989 Wiamduadedu PPP a1 1 dating
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